Abstract-The Quality of Service (QoS) research investigations in Wired and Wireless networks have been conducted mostly in isolation [2] . Recently, a need for an end to end quality of service over hybrid networks (containing wired and wireless segments) has become evident. IEEE 802.11e work group has set up the standards for wireless network quality of service which became part of the comprehensive approved 802.11 wireless networks standards late 2006. The most recent version of IEEE 802.11 standard states that there is plenty of room for improvement and development in the area of integrating QoS in wireless and wired networks. On the other hand, Resource Reservation Protocol (RSVP) is widely accepted to be the complex of all QoS technologies on wired networks. It ensures, to a great extent, the quality of any given connection on the network. Some researches have been done to extend RSVP to wireless networks. Moreover, RSVP-TE is an extension of RSVP that allows the establishing of MPLS (Multi Protocol Label Switching) LSPs (Label Switching Paths) in the network. MPLS is a newer technology that offers service integration, layer 2 switching and connection orientedness, that allows traffic engineering controlled flows in the network. MPLS is a technology that delivers a unified control mechanism with its multiprotocol capabilities for running over mixed media infrastructures. MPLS defines signaling mechanisms to support both Class of Service (CoS) and QoS. In this paper we are investigating how the MPLS hierarchical architecture for labelswitched networks can be used for supporting wireless users. This architecture involves requirements at the mobile terminal for initiating or hopping label switched paths at the air interface, and allowing end to end interconnection to the backbone network. We are utilizing aspects of the 802.11 QoS standards and techniques proposed in recent research to propose a technique to extend RSVP-TE into the WLANs (aka Wi-Fi) domain using MPLS.
INTRODUCTION
With the introduction of high speeds for WLANs in the upcoming 802.11n, data rates for such networks will reach more than 200Mbps for some manufacturers. WLAN will no longer remain a low speed edge network for transmitting only data traffic. Integrating 802.11 WLANs into the MPLS networks to cater for end-to-end label switched paths with QoS guarantees is now imperative. It is now reasonable to require a station in a WLAN to act as: (1) an ingress/egress node in QoS LSP. (2) Also the entire WLAN may be required to act as a core network in the middle of an LSP. To achieve any of the above goals, we need to propose enhancements to the 802.11 QoS facilities as follows: (1) match the signaling of the Hybrid Coordination Function (HCF) of the 802.11e to the RSVP-TE. Admission control is a very critical aspect for that. (2) Allow the QoS Access Point (QAP) to decode\encode the labels of the MPLS protocol and forward packets accordingly. In other words, QAP needs to act as: (a) a Label Switching Router (LSR) if the WLAN is in the middle of the LSP. (b) a Label Edge Router (LER) if a node inside this WLAN is at the end be it ingress/egress of the LSP.
II-RSVP-TE TO ESTABLISH LSP TUNNELS
RSVP is the original parent protocol for RSVP-TE. It is a signaling protocol that allows for a fine granularity QoS guarantees across different hops of the network. The extension RSVP-TE was devised by the IETF to establish Label Switched Paths in the MPLS capable networks [4] . The following objects (table 1) are the primary addition to the RSVP towards the creating of the LSPs. As one can see from the table 1 below, the two messages of the original RSVP which are {PATH, RESV} are the only ones used but with the addition of those new objects to their structure. Also, some reservation styles for the LSP like Fixed Filter (FF), Wild Card Filter (WF) and Shared Explicit (SE) styles were needed to complete the LSP establishment and operation. In [5] the problem of implementing the original RSVP over 802.11 WLANS was tackled by proposing the "Wireless Subnet Bandwidth Manager" (Wireless SBM). The original concept of the SBM was described in [7] . SBM is basically the emulation of new LAN segments that are capable of handling 802.11 QoS priority queues. This emulation is done in older LAN segments that can't handle QoS using one intelligent device. This device can be a host, switch or a router that can act as the Designated SBM and manage the admission control into that legacy segment. On top of that, the designated SBM should respond to PATH and RESV messages on behalf of the other legacy devices on its segment. In [1] a QoS capable access point QAP was designated to be the Wireless SBM for its segment and do exactly that. This solution is sufficient to implement RSVP. However, it doesn't go far enough to implement the RSVP-TE and act as a Label Switching Router (LSR) or Label Edge Router (LER). In section 3, below we will propose a solution.
III-THE WIRELESS LSR/LER
In this paper we propose the establishment of a logical management entity that gets added to the QAP. This management entity will act as LSR/LER for our 802.11 network to support the implementation of RSVP-TE and thereby allowing the establishment of LSPs across wireless and wired networks. We call it Wireless LSR/LER. It is known that a QAP is most of the time connected to both the wired segment of the network and the wireless segment as well. Wireless LSR/LER gets triggered by receiving the PATH,RESV messages using RSVP-TE from other MPLS enabled devices on the network. Like Wireless SBM, it starts communicating with the wireless segment of the network using HCF primitives to establish the path with the required traffic specifications TSPEC. Implementing MPLS is actually tricky as it needs coordination between layer 2 (L2) and layer 3 (L3) of the network protocol stack. L2 has to be able to indicate that protocol type while L3 carries the label itself of the MPLS.
We examine the appropriate behavior of Wireless LSR/LER in the scenarios in which it acts as a WLER (those are the cases in which the end point of the LSP be it ingress or egress is a station inside the WLAN). Also we examine its behavior when it acts as a WLSR (those are the cases in which the entire WLAN is just a segment of the LSP). We need to check first the EtherType field of the 802.11 frame format. In the 802.3 the use of that 16 bit field was very pivotal. Whereas in the 802.11 standards in [3] the general MAC frame format is described as in figure 1 below. For detailed description of all the different fields, refer to [3] . In our study we are concerned mainly with the MPLS implementation. In the standard 802.3 Ethernet frame shown in figure 2 below, it is well established now that the 16-bit Type field called (EtherType) identifies the upper-layer protocol being carried by this MAC frame. IEEE is the standardization authority managing the EtheryType field public assignments. For example: the value 0x0800 is for IPv4 packets and the value 0x86DD is for IPv6 packets. MPLS frames have the values 0x8847/0x8848 for MPLS Unicast and MPLS Mutlicast respectively. Originally this EtherType field was devised to depict the length of the MAC frame. The maximum legal length for an 802.3 frame is 0x600 (1536 bytes) that made the encoding of EtherType possible including the EtherType values for MPLS [9] . We need to establish here that despite the fact that the maximum legal length for a wireless 802.11 frame is depicted in [3] and shown in the table 2 below is 0x7FFF (32767), the exact same IEEE registered values that indicate MPLS Unicast and Multicast frames can be encoded without conflicts. Those values as previously mentioned are 0x8847/0x8848 (34887 and 34888). Those can be carried in the Duration/ID field. The term EtherType was examined once in 802.11 standards document [3] very briefly to describe pre-authentication and key management for the security aspects of 802.11 networks. The values used were 0x88C7 and 0x888E (34940 and 34958); still not conflicting with the MPLS EtherType values. We propose it gets used also for describing the possibility of carrying MPLS traffic over 802.11 MAC frames [10] . MPLS defines procedures and protocols for unicast and multicast label distribution, encapsulation, reservation, and QoS mechanisms to enable bandwidth on demand for different traffic types as well as mixed media infrastructures. [3] The proposed Wireless LSR/LER can be triggered by the 802.11 MAC frames that indicate MPLS traffic using the EtherType values for MPLS. The QAP containing the Wireless LSR/LER will invoke it for those frames. The use of the EtherType value of the MPLS will allow MPLS shim headers to be inserted without problems between the L2 and L3. The label stack entries appear AFTER the data link layer headers, but BEFORE any network layer headers [8] . The top of the label stack appears earliest in the packet, and the bottom appears latest.
The network layer packet immediately follows the label with the stack bit set.
Figure 3: MPLS Labels
This stack is located after the MAC header and before any L3 header.
The HCCA (HCF Controlled Channel Access) of the 802.11 has been well covered in the standards document [3] section 7, 9 and 11. It has set of precise mechanisms and schedulers to control the WM (Wireless Media). It also allows for the infrastructure and infrastructure-less WLAN. This access policy and its admission control mechanisms need to be implemented within the QAP that hosts the Wireless LSR/LER.
In this case the non-AP station requesting the LSP or (terminating the LSP) is in the range of the QAP acting as a Wireless LER. The RSVP-TE messages will be used by the wireless LER to fill the different parameters (objects) of the TSPEC (Traffic Specifications) of the HCCA. If such TSPEC can be achieved in the current network conditions, two things will happen: (1) The non-AP station will receive a down link frame accepting such reservation (2) An RSVP-TE message will be forwarded to the Next Hop LSR (the next hop LSR in this case is not on the edge). The RSVP-TE LABEL REQUEST should also be fulfilled by the Wireless LER and Label lookup table updated accordingly.
In this case, we restrict our discussion to QAP's that are connected to each other using a WDS (wireless distribution system). Those access points are using the same communication channels and have a common security and encryption technique. Any AP in such a WDS can either be connected to the wired backbone or be strictly connected to the WM. Currently there is a "Project 802.11s" working on the standards for such Mesh Wireless networks. However, currently there are many existing implementations by numerous manufacturers. The Wireless LSR needs to be implemented inside such QAP. During the LSP, HCCA will be used to coordinate the admission control to this WM segment. After the admission control gets completed by the HCCA, the wireless LSR reserves the label for this LSP and responds to the RSVP-TE message as in [4] .
IV . SIMULATION RESULTS
To prove the validity of the proposed system, we used the OMNET++ simulation system along with the open source simulation model INET framework developed by the OMNET++ community [11] . The tool proved to be easy to use, intuitive and truly object oriented which facilitated our work greatly. Using the existing library of components in the library of the INET framework, we were able to put together the needed subcomponents for the Wireless LSR/LER. The design was made using the GNED tool of the OMNET++. Most subcomponents shown in figure 4 are self explanatory. The subcomponent in the top left labeled "rsvp" implements RSVP-TE, the signaling protocol for MPLS. The module processes RSVP-TE messages, installs labels and does the reservation along LSP paths. The subcomponent labeled "ted" is the Traffic Engineering Database. It stores network topology with detailed link information, including total and reserved bandwidths. TED is filled in and kept up-to-date via link state routing protocols, like Link State Routing or OSPF-TE. Also the subcomponent labeled "Lib Table" stores the LIB (Label Information Base), accessed by MPLS and its associated control protocols (RSVP, LDP). The module labeled "IEEE80211MgmtAp" is used in 802.11 infrastructure mode to handle management frames for an access point (AP). It relies on a connected Ieee80211Mac for actual reception and transmission of frames. It is stated in the documentation for the INET component library that when simulating an AP that has other (Ethernet or wireless) interfaces as well, this module need to be connected to a MACRelayUnit which performs bridging of Ethernet frames. In the following experiments we are investigating the impact of dynamic changes of the traffic load and mix on the Endto-end hybrid MPLS/RSVP-TE QoS. We address changes to the traffic load which may be caused by the movement of large user groups. Another observed change is the traffic mix resulting from the different service demands during the day. We focus on TCP end-to-end performance. TCP represents the most typical traffic type over today's Internet which carries World Wide Web, file transfer, remote login and other applications. Investigating TCP performance is important because its flow control has been shown to operate sub-optimally in wireless environments. We also adopted VoIP application to run in our test environment. In the VoIP application, audio codec is g.711 which has an average bit-rate at 64kb/s.
We ran a number of experiments. The first experiment verifies the correctness of the proposed MPLS/RSVP-TE module. The second experiment is putting the proposed module as Ingress (LER) in the hybrid network. The final experiment is putting the proposed module as an LSR in the middle of wired segments. Figure 6 shows the delay of the proposed MPLS/RSVP-TE under different overlapping distances. We simulated a Constant Bit Rate (CBR) traffic source. Each node sends out 400 Kps CBR traffic during a 100 seconds simulation time. We record the total number of received packet at next node.
As expected, we can see in figure 7 that increasing the overlapping distance would decrease the delay. Figure 8 , shows the TCP packets received at a mobile node when MPLS/RSVP-TE is used. The figure shows that MPLS/RSVP-TE can better prevent packet losses for TCP traffic. We also adopted VoIP application to run in our test environment. In the VoIP application, audio codec is g.711 which has an average bit-rate at 64kb/s. Figure 8 also shows the performance of VoIP application adopting RSVP-TE. For the VoIP application, the sampling rate for audio device is 20ms/per packet. During the interval of 10s, about 500 packets are transmitted. The latency is an average of 100 ms RSVP without MPLS, compared with an average of 60ms for the proposed MPLS/RSVP-TE. Since voice packets must be delivered in real time, there is a limit on the maximum transmission delay; any voice packet that has not been transmitted within 60 ms of its time of generation is discarded at the source. Packet dropping probability is defined as the ratio of number of packets dropped by a client node, to the total number of packets generated during the call.
The interactive data users in the system are modeled to generate packets according to a Poisson process, with rates ranging from 22 to 56 Kbps. Since interactive traffic is not real-time, no packets are discarded due to excessive delay. We define a ratio of the achieved data rate to the requested data rate as 1 to indicate that the traffic source has been able to achieve the data rate that it had requested. MPLS/RSVP-TE can save link cost by reducing the overprovisioning and administration cost due to reduced need to monitor and to adapt the network configuration. MPLS in combination with RSVP-TE and appropriate traffic scheduling can fulfill requirements such as the in-sequence delivery of packets, the identification of flows and predictable delay, jitter and loss values without other protocols, which would add additional overhead.
V-CONCLUSION
In this paper we proposed the introduction of handling of MPLS traffic within the infrastructure-based WLANs. Fundamentally, the 802.11 approved standards are very extendable and don't conflict with any of the basic MPLS requirements. Also the QoS facilities and schedulers of the 802.11e are elaborate and provide fine granularity traffic guarantees, the thing that is considered a technical incentive to implement an MPLS/RSVP-TE Wireless LSR/LERs and to incorporate it into a hybrid LAN network. . We have shown that the proposed end-to-end hybrid MPLS/RSVP-TE solution is able to deliver stable QoS in wide ranges independent of changes in the traffic mix and traffic load. This means that the proposed solution offers a lot of flexibility to operators and network designers. The results are generated by an OMNET++ simulator that is modular and expandable. Future work will aim on enhancements of the simulator by adding modules for advanced routing, LSP granularity, infrastructure-less WLAN, and network reliability.
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